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1. REAL-TIME OR
REAL-FAST?

REAL-TIME DEFINITION 
(control)

Real-time control system means that 
the control system must provide the 
control responses or actions to the 
stimulus or requests within specific 

times, which therefore depend not just 
on what the system does but also on 

how fast it reacts.

Zhang, P. (2008). Industrial control technology: a handbook 
for engineers and researchers. William Andrew. 

…Real-time, zero-latency technologies 
capable of detecting attacks that target 

running applications and protecting 
against those attacks. 

Feiman, Joseph. “What Is Real-Time Security and Why It Is 
Needed.” Veracode, 25 May 2016, www.veracode.com/blog/

2016/01/what-real-time-security-and-why-it-needed.

REAL-TIME DEFINITION 
(security)
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3. HARDWARE COMM. LEVEL
REAL-TIME (CAPABLE) LINK LAYER
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Time-Sensitive Networking for robotics. 
arXiv preprint arXiv:1804.07643.
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4. RTOS AND 
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RTOS AND 
NETWORKING STACK 
OPTIMIZED LINUX NETWORKING STACK

[4] Gutiérrez, C. S. V., Juan, L. U. S., Ugarte, I. Z., & Vilches, V. M. (2018). 
Real-time Linux communications: an evaluation of the Linux 

communication stack for real-time robotic applications.  
arXiv preprint arXiv:1808.10821.
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5. ROBOTICS FRAMEWORK &
COMMUNICATION MIDDLEWARE
ROS 2.0 FOR REAL-TIME
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[5] Gutiérrez, C. S. V., Juan, L. U. S., Ugarte, I. Z., & Vilches, V. M. (2018). 
Towards a distributed and real-time framework for robots: Evaluation 

of ROS 2.0 communications for real-time robotic applications.  
arXiv preprint arXiv:1809.02595.

ROBOTICS FRAMEWORK &
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ROS 2.0 FOR REAL-TIME
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REAL-TIME
REFERENCE DEMO

REAL-TIME PENDULUM

Gutiérrez, C. S. V., San Juan, L. U., 
ROS2, real-time, control, pendulum  

https://github.com/ros2-realtime-demo/pendulum
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TIME SYNCHRONIZATION
IN ROBOT MODULES

[6] Gutiérrez, C. S. V., Juan, L. U. S., Ugarte, I. Z., Goenaga, 
I. M., Kirschgens, L. A., & Vilches, V. M. (2018).  

Time Synchronization in modular collaborative robots.  
arXiv preprint arXiv:1809.07295.
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REAL-TIME
SECURITY

Kim, J., Smereka, J. M., Cheung, C., Nepal, S., & Grobler, 
M. (2018). 

Security and performance considerations in ros 2: A 
balancing act.  

arXiv preprint arXiv:1809.09566.

DiLuoffo, V., Michalson, W. R., & Sunar, B. (2018).  
Robot Operating System 2: The need for a holistic 

security approach to robotic architectures.  
International Journal of Advanced Robotic Systems, 

15(3), 1729881418770011.
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Enables forensic 
investigation

ROBOT IMMUNE SYSTEM 

Detects threats by 
learning usual comms

Non-intrusive. Real-
time. No latencies

Hardware 
agnostic. Plug & 
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Records all robot data
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