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CONTEXT

Robotics is at its dawn. Cybersecurity is a novel “concern”
at the advent of Industry 4.0

SEVERAL ROBOT TECHNOLOGIES

are hitting the market, such as ROS (Robot Operating
System) as a “de facto” standard. But proprietary systems
are still maintained.

SAFETY VS SECURITY IN ROBOTICS

Historically, focus in robotics has been put in ensuring
safety. Security is not a main concern.

AWARENESS

We’ve found that most manufacturers are not caring
about cybersecurity. Most robots are insecure by design.
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(DISTINGUISHED) ROBOT MANUFACTURER QUOTES

“Security... yes, we hold PLD (and start safety pitch) blah®
“Cybersecurity flaws greatly facilitate system integration®
“We know our robots have a set of reported vulnerabilities®
“We leave solving those up to the end user”

“This is not hacking a robot... You are trying to drum up
business to sell your consultancy services™

Upon Vulnerability advisory: *Do not connect your robot™

“Every thing will be fixed in the next release”... 3 months
later... “It can’t be fixed”

“ Cybersecurity is up to the rebet
user hacker ”
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ROBOT SECURITY SURVEY

OBJECTIVE

Depict a global landscape of the
current security situation in robotics.

RATIONALE

The need to assess precisely the security
concerns of the players involved in the
value chain and the strategies of
cybersecurity so far.
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SOME
CONCLUSIONS

Varied profiles and backgrounds have filled the Robot Security Survey

Security raise of awareness in roboticist

Robots in general are perceived as weak endpoints. Few attacks withessed/declared.

Not much is done in terms of specific investments. Willingness to do so.

Unstacked analysis is a very useful tool to understand concerns by actor type. System integrators?

There is lots to do in terms of robot security standardization
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