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CYBERSECURITY FOR ROBOTICS

Home About CyberSecurity Research v Robots v Conference2019 v Recommendations Partners Experts News

Welcome to CSfR

Supporting the Potential for a CyberSecure Future for our Robots
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Source : Half A Roast Chicken, Eve De
Haan, 2018
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= Apply  Events

Jobs

Benefits

TRINITY DIH

A Network of Digital Innovation Hubs in Advanced Robotics

FUNDS UP TC TAKES

€300K 0%

A network of Digital Innovation Hubs supporting manufacturing SMEs to become more
competitive through robotics and digital technologies!

Why TRINITY?

There is a huge opportunity for manufacturers to adopt new robotics and IoT technologies

Add your

v

Q Signin
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Agenda CyberSecurity for Robotics at ERF 2020

14.00 Relevance of CyberSecurity for Robotics : putting the Elephant in the Room

Introduction : Endika Gil Uriarte, Alias Robotics

Current security threat landscape in robotics, Victor Mayoral, Alias Robotics

Results from the IoT4CPS project. Arndt Bonitz, AIT

Detection anomalies in CPS environments: h

Robotics honeypots: Learning from robot hackers.  Francisco Lera, University of Ledn

Attacking mobile robot bases Bernhard Dieber, Joanneum Research

15.00 Discussion - Debate & Interactive Workshop

with Francesco Ferro Pall Robotics

© 3IF.be, 2020, Private & Confidential, Closed User Group Distribution. p 6



Agenda CyberSecurity for Robotics at ERF 2020

16.15 CyberSecurity for Robotics Solutions : cutting the Elephant into Pieces

Security in ROS & ROS 2 robot setups Victor Mayoral Vilches, Alias Robotics

Access Control Models, with Applications to Robotics,  Stefan Rass, Uni of Klagenfurt (AAU)

SecDevOps & Agile Development, Embedded and other
Security Solutions, Ulrich Seldeslachts, LSEC —
Shift Left, SKUDO

& 2"
)

17.15 Discussion - Debate & Interactive Workshop
Robot Security Survey, Endika Gil Uriarte, Alias Robotics

© 3IF.be, 2020, Private & Confidential, Closed User Group Distribution. p7 K 7 2TV T aeRsecuRITY For RoBOTICS
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CyberSecure Robot Development — Slicing the Elephant

1acive - SoftBank's NAO and Pepper as an espionage tool

./ |OF THE ELEF E—

775

THE ROOM‘ ‘ “, ;z i

denial

ignor

~ (1]

aa> LY ¥y

Hkinson, Wrong Hands « qocomics.comlwrong-hands « i

NOT ONLY MANUFACTURER’s RESPONSIBILTY

A
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Recent Events : nothing sophisticated

Asco closure after cyber-attack to last Picanol mogelijk grootste
Belgisch slachtoffer
another week ransomware

Saturday, 22 June 2019

Q3LOVAINI AINIVIN 38 TTIM HOLYH¥IdO
/ 4IYNLOVANNYIN / 43SN AN 1Ng

© Belga

Asco, the Zaventem-based company that makes aircraft parts, will now WIM DE PRETER, MARIE VAN OOST | 14 januari 2020 00:16

remain closed at least until 28 June, following a cyber-attack two weeks

Source : Stormshield, The Register, Brussels Timeg, , Tijd g :
ago. ot

< >STR 3
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CyberSecure Robot Development — Slicing the Elephant

IOT: Value Chain Analysis

App/
midwa'e

Servi:e>

MVNOs/
aggregator

SI (system \
ilug'uor)

Sources : DxC, Daniel Lee, Harvard Business,
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ms
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Resellor .

* Buys servce
* Uses service

RRRRRRRRRRRRRRRRRRRRRRR



CyberSecure Robot Development — Masterplan Objectives WP

Safety of the user(s)

Consider users not trusting robots — Al & automation, ethics & privacy
Align to existing CyberSecurity frameworks and guidance

Bringing ecosystem and all stakeholders together : policy makers,
manufacturers, users, integrators, industry, developers, operators

the masterplan

Liaise, reaching out to partners, partner constituencies

Formalizing Collaborations
Develop and Maintain Industry Guidelines, SBOM / Design / RIM ..
Educate and Awareness

9. Innovate and Research

10. Advocate & Promote CyberSecured Robotics

* Thanks to Oasis ...

g
© 3IF.be, 2020, Private & Confidential, Closed User Group Distribution. p 11 r TRINITY




To obtain CyberSecure Robots

We need to ...

> TS
UPP[&(RT

Developers, Manufacturers, Integrators, End Users — Operators, ... _

* Thanks to Oasis ... ﬂrt..‘—[—lq”\”—rkr) éSfR :Blﬁ L
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CyberSecure Robot Development Program — CS by Design Program

1.

0 00 NG 1o N

11.
12.
13.
14.
15.

Pre-market Guidance

Shared Responsibility Model

Cybersecurity Product Management

Software Bill of Materials

Reference Integrity Manifest

Secure Components

CyberSecurity by Design — Reduce Regression testing time
Certification — Re-certification

Train Developers, Manufacturing Design, Threat Modelling,
Train the Trainer

Postmarket severity of harm - CVSS — Common Vulnerability
Scoring System

Responsible and Coordinated Disclosure

Active ISAC

CyberSecurity Safety Analysis Board

Incentivize

Patching

THE PROGRAM

WINNING WAS IN HIS BLOOD

* Thanks to Studio Canal
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CyberSecure Robot Development Program — CS by Design
CyberSecurity by Design — premarket guidance

Critical Manufacturing Sector

Cybersecurity Framework

‘Content of Premarket Submissions for
Management of Cybersecurity in
Medical Devices

MANUFACT
TO CYBERSI

For Small and Medium-Sized
Manufacturers

Source : FDA 2020, NIST 2015, NIST 2018
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https://www.researchgate.net/publication/325746918_CYBERSECURITY_FOR_HEALTHCARE_MEDICAL_DEVICES

CyberSecure Robot Development Program — CS by Design
CyberSgcurity by Design — premarket guidance. .. Content of Premarket Submissions for

1. ldentify and Protect Device Assets and Functionality Management of Cybersecurity in
1. Prevent unauthorized use : limit to trusted users and devices only Medical Devices
2. Authenticate and check authorization of safety-critical commands
3. Ensure trusted content by maintaining code, data, execution integrit
4. Maintain Confidentiality of Data

2. Detect, Respond, Recover : Design Expectations
1. Design the Device to detect cybersecurity events in a timely fashion
2. Design the Device to Respond to and contain the impact of a potential cybersecurity

incident
3. Design the Device to Recover capabilities or services that were impaired due to a

cybersecurity incident
3. Labeling Recommendations for Devices with Cybersecurity Risks

4. CyberSecurity Documentation
1. Design Documentation
2. Risk Management Documenation

RRRRRRRRRRRRRRRRRRRRRRR
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https://www.researchgate.net/publication/325746918_CYBERSECURITY_FOR_HEALTHCARE_MEDICAL_DEVICES

CyberSecure Robot Development Program — CS by Design

CyberSecurity by Design — Shared Responsibility — healthcare devices example

EZ= An official website of the United States government Here's how you know v

e Delivery Organiz ]
Y U.S. FOOD & DRUG N
ADMINISTRATION Contract & Requirements 1‘__ »-:‘:?_‘:‘
Management | ] =]
« Palicv & Reatiirements Momt \ ]

+—Home / Medical Devices / Digital Health / Cybersecurity

Medical device manufacturers (MDMs) and health care delivery organizations (HDOs)
should take steps to ensure appropriate safeguards are in place.

e Medical device manufacturers (MDMs) are responsible for remaining vigilant
about identifying risks and hazards associated with their medical devices, including
risks related to cybersecurity.

e Health care delivery organizations (HDOs) should evaluate their network
security and protect their hospital systems.

e Both MDMs and HDOs are responsible for putting appropriate mitigations in
place to address patient safety risks and ensure proper device performance.

Source : Symantec, 2016, FDA , 2020
https://www.researchgate.net/publication/325746918 CYBERSECURITY FOR HEALTHCARE MEDICAL DEVICES

g CSIR i
© 3IF.be, 2020, Private & Confidential, Closed User Group Distribution. p 16 ft TRINITY 'BIE

.............

nnnnnnnnnnnnnnnnn


https://www.researchgate.net/publication/325746918_CYBERSECURITY_FOR_HEALTHCARE_MEDICAL_DEVICES

CyberSecure Robot Development Program — CS by Design

CyberSecurity by Design — CyberSecurity Product Management

RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

ACTIONS ON DBJECTIVES

With ‘Hands on Keyboard’ access,
intruders accomplish their original goals

https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html

© 3IF.be, 2020, Private & Confidential, Closed User Group Distribution. p 17

CyberSecurity Product Manager

PM whose solution addresses information security needs of
its customers.

hands-on security practitioners, who’ve transitioned into
product management

built up their infosec prowess after becoming a PM by
building upon their business, software engineering or other
expertise

empathize with risk-sensitive customers concerned about
issues such as online threats, data safeguards, information
security regulations, security incident handling, etc.

answer questions related to your product’s security domain,
including: - measures are your prospective customers
employing today to address the risks that your product
tackles? How will your product’s capabilities handle the
ever-evolving threat and/or regulatory landscape? security
benefits? operational burdens compare to the product’s
security value proposition? Security, compliance, audit or

other roles benefit tTQNTV CSfR iIF LSEC

CVBERSECURITY FOR ROBOTICS
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https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html

CyberSecure Robot Development Program — CS by Design

CyberSecurity by Design — Supply Chain Risk

& Atlantic Council

\

Unintended Taint

and
development %

Supplier-facilitated risk

partner risk, passed on to you -
logistics and operations

&~

known, but unmitigated
vulnerabilities - software design

~_ ~

EXAMPLE
Equifax was breached

through a known flaw in
Apache Struts

upgrades on legitimate
manufacturer site

© 3IF.be, 2020, Private & Confidential, Closed User Group Distribution. p 18

Malicious taint
intentional subversion of security
or intended function - software
or hardware design, development,

manufacturing, and logistics

EXAMPLE
Havex used compromised

EXAMPLE

Criminals breached

Target by coming
through a maintenance
supplier

Counterfeit

faulty or unfit component, passed
off as genuine - manufacturing
and resale

N—

EXAMPLE

Pirated software often
contains malware

WWWATLANTICCOUNCIL.ORG

?E;TI?INITV éSfR i
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CyberSecure Robot Development Program — CS by Design

CyberSecurity by Design — Software Bill of Materials

ROCF MODULE WITH GESTURE RECOGNITION SYSTEM
DELPHI

CYLINDER HEAD GASKET
DANA

CLASSICAL SUNROOF
WEBASTO T
OIL FILTER MODULE——"""
UFI FILTERS /
SMART OPENER

BROSE /
MECHANICAL PUMP.

SALERI

TRANSMISSION OIL COOLER
MAHLE

- ! M)

SOUND DEADENER PACKAGE
FAIST CHEMTEC

THERMO MANAGEMENT MODULES
SCHAEFFLER

CO-EXTRUDED ARMREST SEAL [TIER 2
COBA PLASTICS

FRONT ARMREST DAMPERS

HARMAN KARDON SOUND SYSTEM

HARMAN/BECKER

PYROTECHNICAL SAFETY SWITCH

AUTOLIV ROCHLING AUTOMOTIVE
NEXT GEN CARBON CANISTER FRONT & REAR WIPER SYSTEM
KAUTEX TEXTRON . VALEO
COMPRESSOR WITH CLUTCH " LASER WELDED BLANK
DENSO / VOESTALPINE

VALVE COTTERS
FEDERAL-MOGUL
FRONT & REAR SEATBELTS
AUTOLIV

TRAILER COUPLING SWITCH

DAMPER FORKS

HIRSCHVOGEL UMFORMTECHNIK

PNEUMATIC LUMBAR SUPPORT
KONGSBERG AUTOMOTIVE

SEALING SIDE PANEL

TRUNK LIGHT STRIP
GRUPO ANTOLIN

ROOF MOULDINGS
SMIA

e EXHAUST TRIM
TAJCO A/S

‘\ BACKLITE

CARLEX

\ DOUBLE NUT

AMTEK TEKFOR

MARQUARDT

STORAGE COMPARTMENT
MEGATECH INDUSTRIES

FORGING WHEELS

CULTRARO AUTOMAZIONE ENGINEERING SUPERALLOY INDUSTRIAL CO. LTD

g CSIR
© 3IF.be, 2020, Private & Confidential, Closed User Group Distribution. p 19 ft TRINITY

CYBERSECURITY FOR ROBOTICS
www.cybersecurityforrobotics.com

=

LEADERS IN SECURITY



SiF

cybersecurityforrobotics.com

CYBERSECURITY FOR ROBOTICS

TRINITY

L]
Ny -
]

s

More complete visibility enables
more complete awareness of risk

Limited visibility enables less awareness of risk

CyberSecurity by Design — Software Bill of Materials

https://www.ntia.gov/files/ntia/publications/ntia_sbom use cases roles benefits-nov2019.pdf

CyberSecure Robot Development Program — CS by Design

© 3IF.be, 2020, Private & Confidential, Closed User Group Distribution. p 20
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CyberSecure Robot Development Program — CS by Design

CyberSecurity by Design — Reduce Regression testing time

Analysis Build &
Deploy

Business tase Design

Requirements & Use Architecture &

(ases Design Test Plans Code

Segurity requirements & abuse Architectural risk analysis Risk-based security tests (ontinuous code review during
(3585 build & deploy

(loud provider best practices

© 3IF.be, 2020, Private & Confidential, Closed User Group Distribution. p 21

y /. /. /4 Infrastructure Team

Test &
Test Results

Penetration testing

P App Team

wn
' 'Y
. REQUEST FULFILL
.

Feedback from the field

— Software
Lontinuous scanning
‘ Network VMs DBs SecOps
Web zpplication firewalls
Cloud SIEM - Hardware
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CyberSecure Robot Development Program — CS by Design
CyberSecurity by Design — Software Bill of Materials

Software Lifecycle O

| + helloworld.c

& Bill of Materials  *softwareas: . .
Assembly Line specified !

' +bugfixpatch ' 4 coftware | . .o a . a0

................

SBoM

T
' 1
| >ADA compliant E
............. 2 E > DoD APL ]
|+ RFC-HELLO.txt + 3rd party * | > USGve E

1
| +README.txt

+ specs

software o

+ instances
+ addons 4

+softwareas r--------------nq

distributed E + helloworld.pkg E
> supplier E = packager + BoM !
> product name ! > HelloVendor 4
> version | >Helloworld 1.0 E
e ‘ > license i >BSD-1-clause E
) ]
Lcweza | > Fisks > identification | >SPOX123456
----------- > digital sig o e AN
+ instances

+ addons LEGENP [ommemecesmeen !

prmmmmm——— R b + material | example BoM :

Ssioconly + config E + helloserver.vm E >metadata  ifragment ]

SUNIENMNR | —reference
[]supplier [ ]consumer

https://www.ntia.gov/files/ntia/publications/ntia_sbom formats and standards whitepaper - version 20191025.pdf

g CSIR i
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https://www.ntia.gov/files/ntia/publications/ntia_sbom_formats_and_standards_whitepaper_-_version_20191025.pdf

Industrial and Connected Robots : categorizing according to operation

Controller the robot functionalities are being controlled by a robot controller, either
operated integrated or separated from the robot arm or robot itself. Mostly the
instructions to the robot are being sent in clear text.

PLC operated |[the robot is being controlled through a PLC, typically connected to a
central controlling environment, instructing directly the robots or sending
instructions to the robot controller

ROS (1-2) the (ROS) Robot Operating System v1 and 2 can directly instruct a number
of robotic systems, and v2 is improving cybersecurity; but both systems
have seen adoption in research projects, but only few in production and
operational environments,

loT latest generation robots receive direct instructions from a series of
microcontrollers integrated in the robot, running on an operating system
utilizing internet technologies

Cloud new developments are taking place to have the robot receiving direct
Operated instructions from the cloud, requiring a continuous and constant internet
connection to the robot. Instructions can be transformed from loT to a
robot controller or via PLC.

© 3if.eu, 2020, Private & Confidential — Closed User Group Distribution — Do Not Distribute Source: LSEC, robots.com 2019 LSEC
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Dlsclosure timeline:
» 18-06-22:
» 18-07-02:
» 18-07-03:
» 18-08-22:
» 18-11-06:
» 18-11-08:
» 18-11-09:

o PP-27-77:

* 19-09-16:
* 19-09-18:
> 19-10-09:

© 3IF.be, 2020, Private & Confidential, Closed User Group Distribution. p 24

CyberSecure Robot Development Program — Responsible Disclosure
Buffalo NAS - 335 days in the wild without a patch

Buffalo Americas
2,229 Tweets

E-mail security contact listed on website.
E-mail security contact again.

Catch the Livestream "How We Discovered
New Vulnerabilities in the Buffalo
TeraStation TS5600D1206 NAS" by

Sentv , the people behind
Sent C B -‘_’ \ , at 6:00 PM EST
Public — “’

Public r—’/ “ﬁi}-‘ -~ m

@Buf Em)l” stream. H: r
@Bufi g

ISErel_____ _ swwwosiomean_ o _per. o

bpm ast LL!UE

Buffalo reaches out, provides reliable email.
Buffalo releases firmware v4.02.

Ve Discovered New
Vulnerabilities in the Buffalo TeraStati...

LIVESTREAM: How W

*f TRINITY éSfR -
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CS Robot Dev Program — Responsible Disclosure Manufacturers

1. Check your security inbox!
Social Media will hunt you down

3. If you don't have a public security point of contact,
create one!

4. Bug bounty programs should not inhibit coordinated
disclosure.

5. Audit your vulnerability disclosure resources.

6. Audit use of the X-Forwarded-For header.

7. Custom protocols are not an answer — researchers
won’t be intimidated by it

8. Remember that everyone makes mistakes.- Use them
as opportunities to demonstrate integrity.

© 3IF.be, 2020, Private & Confidential, Closed User Group Distribution. p 25



CyberSecure Robot Development Program — CS by Design
CyberSecurity by Design — Software Bill of Materials

Time to Remediation Case Studies
Without and With SBOM

3
7] ! s 2 s
3
= ! [ e S G —— -
=
L. Vulnerability Awareness ! ﬁ
Mitigation
Remediation - Pars !
s Remediation - Compound Parts § ! [
w
W Remediation - Final Goods Assembled £ A [ o S
BN Remediation - Operator — ! —

A A O & A @

S S @ B & o N ' LS E S
Q\)’b ‘o’b- Vb ?Q o vl RS 6((\ A0 (56\0 (‘@ ,(\@ & \s‘{b\ ?‘Q R 32 é‘\ ) @0‘9 )
& & WP PP v X

< L i « & T

https://www.ntia.gov/files/ntia/publications/ntia_sbom use cases roles benefits-nov2019.pdf

. CSfR |_s|gc
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https://www.ntia.gov/files/ntia/publications/ntia_sbom_use_cases_roles_benefits-nov2019.pdf

CyberSecure Robot Development Program — RIM

Reference Integrity Manifest

RIM Bundle (pirect PayloadType) M Bundle (indirect PayloadType)

(SWID schema) (SWID schema)

(SWID schema)

Payload

Support RIM 1 reference | ;
(Directory, Process, File, or Resource) (alternative schema)
Name,Size, Version

Hash: Support RIM Digest

Payload
Item1
(Directory | Process | File | Resource)
Name,Size,Version
Hash (Item1)

File

1 Resource

Item 2 (File) Support RIM 2 reference

Item n (Resource)

Support RIM n reference (alternative schema)

TRUSTED

COMPUTING
GROUP

https://trustedcomputinggroup.org/wp-content/uploads/TCG_RIM_Model v1-r13 2feb20.pdf

I
E l
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CyberSecure Robot Development Program — CS by Design

CyberSecurity by Design — Secure Components

Initial target mg

© 3IF.be, 2020, Private & Confidential, Closed User Group Distribution. p 28



CyberSecure Robot Development Program — CS by Design
CyberSecurity by Design — Reduce Regression testing time©

@ Architectural risk analysis of the architecture DevSecOps Model

@ Security best practices for the cloud platform e
€4 Continuous vulnerability scanning & penetration test of the application - _,i?ﬁ?““”'“

€1 (ontinuous scanning of open source code for security issues ; ’ potcen
€4 Continuous scanning of cloud infrastructure for misconfigurations and breaches @ . T
¢ (Continuous scanning of source code for security bugs = r

’ AWS ‘ Azure GCP

@ Security awareness of staff including developers & operations
¢4 Visibility of security events

Source : LSEC Cloud 2019, Shift Left 45N

PP
g CSIR 3 LSE
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CyberSecure Robot Development Program — CS by Design
CyberSecurity by Design — DevSecOps

+ Pen testing *» Incident root causes or FMEA analysis
Compliance validation (PClI, etc.) » New attack surface? _
 Fuzzing Plan to update threat model
Common abuse cases » Restore/maintain service
for non-attack usage

Pre-production Production

Break the build Stabilize

code analysis

* RASP auto respond
Q’o * Roll-back or toggle off
S » Block attacker
2+ Shutdown services
Static/IAST analysis
Abuse case tests 5 g ;
SO e - dt' | * Intrusion detection

* App attack
detection

+ Threat modeling = backlog items

* Analyze/Predict = backlog items

« If we do X will it mitigate Y?
« Capacity forecasting

Source : LSEC Cloud 2019, Shift Left

PP
ng CSIR 3
© 3IF.be, 2020, Private & Confidential, Closed User Group Distribution. p 30 ft TRINIT Y 'BIE
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CyberSecure Robot Development Program — CS by Design

CyberSecurity by Design — DevSecOps to AL Qp
@@ Automation

Machine
Learning

Data Sources

Source : LSEC Al 2019, Shift Left

© 3IF.be, 2020, Private & Confidential, Closed User Group Distribution. p 31



CyberSecure Robot Development Program — CS by Design
CyberSecurity by Design — Al Challenges

Automation New attack vectors
® DevOps is everywhere ¢ Taking advantage of automatior.
® Increase of using e Open source libraries

— Automation e Fast build-deploy

— Open Source libraries o
L e Containerization
— Containerization

— Re-use deployment / 1aC scripts ¢ Complexity and dependencies

Source : LSEC Al 2019, Shift Left

© 3IF.be, 2020, Private & Confidential, Closed User Group Distribution. p 32



CyberSecure Robot Development Program — CS by Design
CyberSecurity by Design — Al Cybersecurity Risks
1. Data poisoning CYbersecunty and AI & DT: 4 ang|eS Of inﬂuence

. Opportunities Challenges
2. Adversarial attacks ) @
1. Al to create smarter 2. Robustness/Vulnerability
cybersecurity of Al algorithms
0
Threat Vecty, bl £.0. more effective security controls | £.g. adversarial machine learning (i .
Bl (antivirus, intruslon detection and exploitation of weaknesses in Al
E prevention, emall scanning), algorithms to change their behavior),
Ul automatic discovery of vulnerabilities, | attacks against Al powered cyber-
- 007 x Threat Vulnerability Sl automatic malware analysls, smarter | physical systems, etc,
0 0 cyber defence, etc.
RISK
2 § 4, Use of Al to fight cyber | 3. Misuse of Al
2 by
) o attackers & criminals
. T+ v 3 Y
xTr Slgﬂ( V:z: J(B. €T, y) ) . v J 0 v [ E.g. better blometrics, smarter £.g. creation of deep audio video
€S|gn(‘ &xr ( ., y ) ) 9 forensics, fraud analysls, encryption fakes, Al powered malware, smarter
‘“panda “nematode “g ibbon Ol challenge, fight against fake news, social engineering attacks, etc
-
57.7% confidence 8.2% confidence 99.3 % confidence Iy

Impact
*IBM Research..has recently released an open source library called Adversarial Robustness Toolbox (“ART

3. Model stealing (model extraction attack)

ML service Conceptual model depicting the logical links between the different components of the
Data owner o Extraction

N cybersecurity risk in the context of the influence of Al and Digital Transformation
1

adversary
TN = - European |
model f(x1) .D . 8 Commission
] —>
. f

f(xq) Source: CSSF, 2019

4. Video Forger
gery o €STR

CYBERSECURITY FOR ROBOTICS
www.cybersecurl ityforroboti ics.com LEADERS IN SECURITY
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CyberSecure Robot Development Program — CS by Design
CyberSecurity by Design — use PLC’s only if nothing else can be used

® Real-time digital computer used for automation
® Replaces electrical relays
® |ots of analogue or digital inputs & outputs

® Rugged devices (immune to vibration, electrical noise, temperature, dust, ...)

What's inside? Siemens S7-1200

AUTOMATE PROGRAMMABLE
INDUSTRIEL

Apphications Code automate

(serveur web,

FTP, snmp, ...} Middleware

Firmware / OS

Hardware

Source : WaveStone Research, 2020
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CyberSecure Robot Development Program — CS by Design
CyberSecurity by Design — Use PLC’s only if there is no alternative

» SoMachineBasic is the software provided by Schneider Electric to program the
entry-level PLCs.

» PLCs used in big plants are usually programmed using Unity Pro, for which there is
no free demo version.

» Fortunately, the way this software work is very much the same
PLC programming

— Create a project

— Define the hardware setup

i 5.5 B0/ unne @MW O-Ownow 2 8-
8, — ~.',.m LB . ~ Create variables
E; s oo e o — Define the program
85 - : | vemoame . . . . . . .
) ETi —— = o — Test

e — Debug

. . | 4 ' | —  Push to PLC

' ~ START

. CSfR |_s|gc
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CyberSecure Robot Development Program — CS by Design
CyberSecurity by Design — PLC’s Modbus and OPC inherently insecure

At the beginning, specific protocols on
specific physical layer
(RS232, RS485, 4-20 current loop)
Some protocols were adapted to TCP/IP, like
Modbus,
and other were developed to allow
interoperability.

ICS devices often use specific protocols,
some of them are proprietary, and some of
them are common standards
We will hereafter cover the most used ones.

© 3IF.be, 2020, Private & Confidential, Closed User Group Distribution. p 36



CyberSecure Robot Development Program — CS by Design
CyberSecurity by Design — When using PLC’s, mind security

Standard protocol

Used to exchange data between ICS and Windows devices
Works on TCP/IP

Several variants:

HAaw i+ warke Securit Yy
OPC-DA : Data access, used to gather data from the process control How it works ecurit
. » Service-oriented architecture (client/server) » Several security levels: none, signature,
OPC A&E : Alarm & Events signature and encryption.
OPC HDA : Historical Data Access * A %Iientbcan reﬁd anld ediﬁ serverfnog%s, a'.:, well as co " . c i
subscribe to them. It is then notified by the server mpatible with X. certificates an
OPC DX : Data Exchange, allow to exchange data between OPC servers when the node is modified. Kerberos.
OPC Security » Thanks to the nodes hierarchy and names, it is » Login/password connection
OPC XML-DA possible to know what is controlled by the node.
] » Fine grained access rights for each node
OPC UA : Unified Architecture, aimed at replacing the others while using a more modern Servi *  One server can handle several clients (read/write).
Oriented Architecture. simultaneously.
. . . . * The protocol can use « binary/TCP » or
Provides authentication and encryption, probably the future of ICS « SOAP/HTTP »

protocols

. CSIR
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CyberSecure Robot Development Program — CS by Design

CyberSecurity by Design — network traffic provides insight

* Analyze a Modbus communication with Wireshark

o Wireshark owns by default a Modbus dissector

4 0.001595
5 0.001638
6 0.015000
7 0,015047

127.0.0.1
127.0.0.1
127.0.0.1
127,0,0.1

Madbus,/ Tt
TP
Madbus,/T(
TP

127.0.0.1
127.0.0.1

127,0.0.1

10 0.019310  127.0.0.1 127.0.0.1

TUNTANBILSBLUNT LUITLTUL FIULULUL, S1L PVE L, 3000 1330J%4), LBL PUIL, dbd-dpPpl-
Madbus /TCR
Transaction Identifier: 28737
Protocol Identifier: ©
Length: &
Unit Identifier; 1
Modbus
Function Code: Read Holding Registers (3)
Referance Number: O
Word Count: 18

o

=8

Launch Wireshark
Open « modbus1.pcap »

Try to understand what's going on
~ Reading request

— Writing request

~ PLC's answer

What's the value of register #123 at
the end?
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¢ Analyze an opc-ua communication with Wireshark

o Wireshark owns by default an opc-ua dissector

No.

Time Source Destnation
149 17,937435 152,168.8,1% 10.6,2,1%
150 17, 940843 10.0.2.15 192,166,015
152 17.945418 192.168.6.15 10.0.2.15
154 23.035340 10.6.2.15 152.168.6.15
156 23, 845154 192,168.8,15 10.8,2,15

162.168.6.15

160 23.067247

10.6.2.15
162 23.344418 152.168.6.15 10.6.2.15
164 23,345797 19.6.2.15 192,168.6.15
166 26,128772 10.0,2.15 192,168.0,15
168 26.132215 162.168.0.15 10.0.2.15
169 26.13483% 10.0.2.15 152.168.68.15
171 26,137928 192,168,015 10.0.2.15
173 26, 854666 192,168,0,15 10,0,2,15

« Opcla Binary Protocol

Message Type: NSG

Chunk Type: F

Message Size: 154
SecureChannelld: 6

Security Token Id: 1
Security Sequence Nunber: 42
Security RequestId: 42

« DpcUa Service | Encodeable Object

v Typeld @ ExpandedNodeld
* WriteRequest
+ RequestHeader: Requestheader
« NodesToWrite: Array of Writevalue
ArraySize: 1
» [8]: WriteValue
» Nodeld: Nodeld

Pratecel

Opcla
Opela
Opela
OpcUa
Opcla

Opela
OpcUa
Opela
Opela
Opela
OpcUa
Opela
Opela

» Launch Wireshark
* Open « opcua.pcap »

* Tryto understand what's going on
— Browse request
~ Read request
— Write request
— Create subscription request
~ Create monitored item request
~ Publish request

*  Which node has been changed and
what was the value?

f TRINITY

CSfR 3F
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CyberSecure Robot Development Program — CS by Design
CyberSecurity by Design — Tralnmg (ROSZ Securlty covered by Viktor)

C'  ® Not Secure | design.ros2.org/a

ROS 2 Design  Contribute

ROS 2 DDS-Security integration

Robotics is full of experimentation: evaluating different hardware and software, pushing ahead with what works, and culling what doesn’t. ROS
was designed to be flexible to enable this experimentation; to allow existing components to easily be combined with new ones or swapped with
others. In ROS 1, this flexibility was valued above all else, at the cost of security. By virtue of being designed on top of DDS, ROS 2 is able to

retain that flexibility while obtaining the ability to be secured by properly utilizing the DDS-Security specification. This article describes how ROS
2 integrates with DDS-Security.

Original Author: Kyle Fazzari

DDS-Security overview

The DDS-Security specification expands upon the DDS specification, adding security enhancements by defining a Service Plugin

Interface (SPI) architecture, a set of builtin implementations of the SPIs, and the security model enforced by the SPIs. Specifically,
there are five SPIs defined:

« Authentication: Verify the identity of a given domain participant.

» Access control: Enforce restrictions on the DDS-related operations that can be performed by an authenticated domain
participant.

« Cryptographic: Handle all required encryption, signing, and hashing operations.

» Logging: Provide the ability to audit DDS-Security-related events.

» Data tagging: Provide the ability to add tags to data samples.

g CSIR
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CyberSecure Robot Development Program — CS by Design

CyberSecurity by Design — Training

dalienge Lategories

validated Redirects and Forwards | » Level 1 (3 challenges)

Sensitive Data Storage I » Level 2 (3 challenges)
Each
developer Information Exposure I

gainS some Cross Site Request Forgery |
security » Level 4 (3 challenges)
knowledge Access Control |
asbthey fIX Authentication | Level 5 (3 cna"enges)
3 bug

Cross-Site Scripling (XSS) I Level 6 (3 challenges)

Injection Flaws

0 1 2

» Level 3 (3 challenges)

Level 7 (3 challenges)

Level 8 (4 challenges)

Therefore, the

company's whole
'security brain’
remains incomplete

and bugs are e o e WARRIOR
re-introduced ; { .
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CyberSecure Robot Development Program — CS by Design
CyberSecurity by Design — Postmarket severity of harm - CVSS — Common Vulnerability

_—

[

a
Analyze Data
Deploy 10Cs
» LR data review

Initial Leads 10C Creation

» Network 10Cs
» Host 10Cs

» Forensic analysis » |DS/IPS
» Log analysis ITERATIVE » HIDS/HIPS
» Malware analysis PROCESS » SIEM
» False positive » Investigative tools
identification
»
‘ ks

Preserve/Collect Evidence Identify Suspect Systems

» Forensic image
» LR data collection
» Log data
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CyberSecure Robot Development Program — CS by Design

CyberSecurity by Design — Detection of Flaws & Remediation
Median Time-to-remediate across flaw categories

Authentication Issues
Deployment Configuration
Dangerous Functions
Code Injection

Server Configuration
Untrusted Search Path
Credentials Management
Authorization Issues
Command or Argument Injection
Buffer Overflow

API Abuse

Potential Backdoor
Directory Traversal
Cryptographic Issues
Untrusted Initialization
Session Fixation

CRLF Injection

Insufficient Input Validation
Numeric Errors

Cross-Site Scripting (XSS)
Format String

SQL Injection

Error Handling

Buffer Management Errors
Time and State
Information Leakage
Insecure Dependencies
Code Quality

Race Conditions
Encapsulation

Category of Flaw
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19914
i

*4
\
188

uT
I

10

60

— -_’ ————— e ————————————————— e—

90 120 150 180 210 240 270 300 330 360
Time To Fix (days)
¢ 25%closed ® 50% closed 75% closed
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CyberSecure Robot Development Program — CS by Design

CyberSecurity by Design — Detection of Flaws — Automated Firmware Analysis

Zahrakh Dashboard Home  Dashboard ard

RikRato - VunerabltyTypes i @ @ <(h_(.[=)))

@ Dashboard
I Vulnerable fles I Uninovn _t _¢ J
Problematic files CWE-119
I \uhnerable & Problematic e CWE-399 — I
= w-pd -] w3 [-[E e L
[ CWE-200 O - e
CWE-264 t |
I Ce-180 '
I CVE-310 .\\
[ ) i..\ 8 \
CWE-T9 t{ %\~
= Activ. Scan Agent-b .sed Scan Passiy 2 Scan
Top 10 Vulnerabilities =% Topl0lssues - %t
CVE-2013-1813 ValidateCert .
ceauzss [ — Relies on exposed Agents cannot be Only detects some
e [ —— CheckNmUnqueSGcrj;zi::Ss i services over installed on loT issues when they
CVE2013:7421 CheckSSLProtocol networ k d eVi ces h a p p en
CVE-2014-8160 _ CheckLinuxSingleUserModeLogin I o1 ere . .
i FRSE— Possibility of harmful impacts / Need the device to be present
CVE149529 | | ChecksSLVeriicaion || | Private & Confidential - Copyright Firmalyzer BV 2020 39/20

. CSIR |_s|gc
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CyberSecure Robot Development Program — CS by Design
CyberSecurity by Design — Postmarket severity of harm - CVSS — Common Vulnerability

>Robot Vulnerability Database (RVD) ('.y

Last updated Mon, 02 Mar 2020 14:37:10 GMT
ALIAS ROBOTICS

Open Closed All Robot Cybersecurity

vulnerabilities FiEiS

-

Vulnerabilities vulnerabilities 101 vulnerabilities 12

Bugs bugs 346

others @

q‘ | !
)
l (

Others others 0

Vulnerabites (open) (v ign 5 S v meciurs SRR i o

» Robot vulnerabilities by robot component
» Robot vulnerabilities by robot

» Robot vulnerabilities by vendor

https:/qgithub.com/aliasrobotics/RVD SHiHE

© 3IF.be, 2020, Private & Confidential, Closed User Group Distribution. p44 K 7 YT aeRsecuRITY For RoBOTICS

uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu


https://github.com/aliasrobotics/RVD

CyberSecure Robot Development Program — CS by Design
CyberSecurity by Design — Postmarket severity of harm - Founding Robotics ISAC

| TYPES OF ORGANIZATIONS ‘ SECTORS ? COLLABORATION %
PRIVATE SECTOR REASONS TO PARTICIPATE IN AN ISAC PARTICIPATING IN ISAC ’ ‘ STYLES AND TOOLS /X

s Universal Robots Robot Controllers | CISA
ikl Www.Us-cert.gov/ics/advisories/ICSA-18-191-01

wl
in

Do not connect the robot to a network unless it is required by the application. Do not connect the robot directly
to the internet. Use a secure ...

Vecna VGo Robot (Update A) | CISA

to Www.Us-cert.gov/ics/advisories/ICSA-18-114-01
°" 2 UPDATE INFORMATION. This updated advisory is a follow-up to the original advisory titled ICSA-18-114-01
— Vecna VGo Robot that was published April 24 ...

o ABB Robot Communications Runtime Buffer Overflow | CISA

kn Www.Us-cert.gov/ics/advisories/ICSA-12-059-01
Overview. ICS-CERT received a report from ABB and the Zero Day Initiative (ZDI) concerning a buffer overflow
ne Vulnerability in the Robot Communication ...

Be"'o TTTTTRTTTY YT YT TRt TTTISTISTTOTTT TTTY T TTETTETTTTT™OD TTTT

meeting people from different organizations. In the presence Industrial Control System Information Sharing and Anal
of an incident and need to gather information, there is always 2 4 . :

Bringing together infrastructure stakeholders to improve cybersecurity knowledge sharing.
a know-how way to network with the respective team.

Home Resources Current Members Member Benefits C-CIP  Member Portal  Contact Us

Source : ENISA

\¢ TRINITY CSfR =3I LSEC
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Key Learnings

Need for a CyberSecurity for Robotics Masterplan

All actors in the ecosystem need to be involved and collaborating

Other vertical industries and technology domains can provide insights
Guidance and materials are available

CyberSecurity by Design requires a Program for Manufacturers and Users

Al oy ol ol

6. Join the CSfR community of researchers, industry and users
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Marketlntelligence.Leadersinsecurity.org

® LEADERSINSECURITY v Q A" @ utichSeldeslachts v

DIRECTORY

COMPANIES PEOPLE

1865 ACTORS

= FILTER
Explore actors by clicking the top right filter button and enter keywords or use the drop downs to filter the directory of actors.
Q, Search on keyword, locations, tags, ... + LEGEND ﬂ
Category ~ Memberships Activities ~ Industries ~ Domains ~ Technology ~ More filters
SSHTEAM S SENTINELONE = SAMOBY S SODENA S SECURITYPORT.. © SCORECHAIN S
Endpoint security software Samoby protects your SODENA is the main SecurityPortrait is the online AML Compliance for Bitcoin,
that defends every endpoint company from mobile instrument of the marketplace where Ethereum and
against every type of attack, security threats while Government of Navarre for companies that face a cryptocurrencies
at every stage in the threat improving employees’ mobile the business development of cybersecurity skills gap can
lifecycle IT experience and controlling the region. SODENA carries find verified freelance experts
the cost of own... out its activities ... to so...
gg_pENA
Extend;o': ; E:: u ::{l :p: srime(er gei%mﬁfﬁ;m
v & L
See how Samoby can help your business e proible fimachlsigporter bushers s S ek phosas:
SKUDO ‘ SECCOURIEL S SWANSEA UNIV... &= SECRUTINY LIM... Q SILENSEC o SENSATIVE %X%

Hardware encryption based
on a custom-built chip (HSM
on a chip)

V DSECOURREL

Page items 10 50 100

Swansea University is a
public research university
located in Swansea, Wales,
United Kingdom.

We deliver the gold standard
of Trusted Digital Collaboration

Columns

Secrutiny are Incident
Response specialists who
spend 95% of our time
making sure our clients don't
need to respond to incidents
from our...

Helping organisations
focus cyber security
efforts and resource on
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Silensec is an Information
Security Management
Consulting and Training
company. Silensec was
initially created to utilise the
skills of ...

) silensec

Sensative develops practical
10T products and platforms
for everyday use. Strips by
Sensative is our first product.
It's a wireless magne...
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DIR TRINITY

B0

Digital Technologies, Advanced Robotics and
increased Cyber-security for Agile
Production in Future European
Manufacturing Ecosystems

DT-ICT-02-2018 - Robotics -
Digital Innovation Hubs (DIH)

Overall budget: ~ € 16 400 000

48 months- January 2019 to December
2022

D)) )

Improve agility & innovation capability of European
manufacturing companies (focus on SMEs) through
robotics and loT

Build a network of Digital Innovation Hubs beyond
the project life-time

Provide critical mass of use cases to demonstrate
new robotic technologies & added-value in
different sectors

Create a digital access point to facilitate access to
knowledge, collaboration and networking


https://cordis.europa.eu/programme/rcn/703765/en

Open calls
202 1 * At least 30 company
demonstrators to be funded
First open call * Proof-of-Concepts in industrial
environments

\ ~ * All thematic areas covered
@ \ * Calls open for 3 months
* Up to EUR 300,000 funding per
Second open call demonstrator (70%)

* Total budget 8m<, target budget

o
20 19 for It Open Call is 4m€



6th 3|F.be international conference

www.3if.be

3IF.be — iotconvention.be

10.06.2020
Industrie 4.0 — Proof

International Conference 2019
* Trends & Developments in Industrie 4.0 & lloT

* From Use Case to Business Case to Industrial Roll Out and
Operations

 Edges and Cloud, Mastering End to End Security

* Flanders Industrie 4.0 Field Lab experiences from the
trenches.
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NOT THE END

More information, slides and follow-up

www.lsec.eu
www.3if.be - .eu

QorC

AGENTSCHAP Ulrich Seldeslachts
INNOVEREN & .
ONDERNEMEN ulrich@lsec.eu

+32 475 71 3602
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